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Alice Bob

has personal text has trained text classifier

1. Send shares and do computations for secure
feature vector extraction and classification

A

>
>

d
2. Alice sends resulting share of class label to Bob ¢ = argmax log(Pr(C)) t kgl log(Pr(xk |C))

>

3. Bob obtains final
classification result
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The theoretical basis of the paper
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[3] Miller, David J., Zhen Xiang, and George Kesidis. "Adversarial learning targeting deep neural network classification: A comprehensive review of defenses against
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Research Analysis
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= log(Pr(c)) + Zlog (Pr(xlc)).
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Solution and Discussion
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Protocol 6 Privacy Preserving Naive Bayes Classification

Input: Sp and S
Output: Sy and Sp reconstruct the classifier model ¢

1:

Servers Sp and Sy carry out the feature extraction protocol IlreatureExtract With its
plaintext input X; = (xo,x1,---, %) and ¥; = (yo,y1,--,ym). The output of
protocol is comprised the feature values (X); = ((x),, (x);,--,(x),) and (Y); =

(Mo W1, (Y)y) InZg.

: They construct a set of secret shared features relying on a secure share protocol

Isecyresnare- Based on the classified results, Servers Sy and S; hold the ciphertext
block Ds, = (Xo, Yo) and Dg, = (X1, Y1), respectively. Namely, the secret shared value
vi,i € {1,2,---,m} is sorted to 1if (x) € Dg, and otherwise is to 0.

: Each server S;,i € {0, 1} implements the classifying protocol with each classification c;
: Spand S1 computes the secret sharing block log (Pr(c;)),log(Pr(yi|c;)), log(Pr(yz2|c;)), - - -

log(Pr(ymlc;)),log(1 — Pr(y1[c;)), -+ ,1og(1 — Pr(ym|c;)) for their inputs. It’s denoted
that consist of the Probability of the classification and take each logarithm on the set of
the conditional probabilities.

: Each party utilizes a secure matrix multiplication protocol Iy srixpmuir to compute

Wy < Yig log(Pr(x,-|cj))q + (1 —yiq)log(1— Pr(xi|cj))[].

: Servers S and S1 coordinately compute u;q < log(Pr(c;j))q + i1 wiq in local.
: Both of them compare the results of Step 3(c) for two classes by exploiting the secure

comparison protocol. Also, the output classification ¢, as a secret share is computed by
each party.
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